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PUBLICHEALTH
healthier together

BOARD OF HEALTH
Thursday, January 11, 2024, at 12:00 pm
Dr. Johnson Conference Room
2570 4% St. SW, Ste 1, Mason City, lowa

Mission: Supporting healthy communities through prevention, promotion, and protection
Vision: A safe and healthier tomorrow
Values: Collaboration, Innovation, Adaptability, Social Responsibility, Financial Stewardship

AGENDA
Call to Order

Elect Board of Health Chair and Vice Chair
Introductions and Recognition of Guests
Approve January 11, 2024, Agenda
Approve December 21, 2023, Minutes
Service Award: Marcy Strasheim 10 Years

Staff Presentation: Opioid Settlement Funding - Activity Update

Old Business
1. Action ltems
a. None

2. Discussion ltems
a. None

New Business

1. Action Items
a. Establish Board of Health 2024 Meeting Dates and Times
b. Assign Board of Health Authorized Signatory
c. Consider HIPAA Manual Updates for Approval

2. Discussion Items
a. Current Table of Organization Review
b. Fiscal year 2025 Budget Update
c. Medical Provider Update
d. Manager Highlights

Adjournment
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Cerro Gordo County Board of Health
Thursday, December 21, 2023

MINUTES
Present: Lisa Koppin, Chair
Dr. Tonya Gray, Vice Chair
Dave Moore
Lori Ginapp
Absent: Jodi Draper
Staff: Kara Vogelson, Public Health Director

Karen Crimmings, Disease Prevention Manager

Andrea Turnbull, Home Care Manager

Lisa Losen, Home Care Aide Manager

Kelli Gerdes, Population Health Manager

Jodi Willemsen, Environmental Health and Preparedness Manager
Jenna Heiar, Research, Innovation, and Education Manager

Marcy Strasheim, Administration Manager

Patti Lahr, Finance Officer

The meeting was called to order at 12:00 p.m.

Motion to approve the December 21, 2023, agenda was made by Lori Ginapp, second Tonya
Gray. Motion passed.

Motion to approve October 26, 2023, minutes was made by Lori Ginapp, second by Tonya
Gray. Motion passed.

Old Business:
1. Action Items:
a. None

2. Discussion ltems:
a. None



New Business:

1. Action ltems:

a.

Fiscal Year 2025 Budget: Kara Vogelson provided an overview of the
fiscal year 2025 budget proposal requesting $1,965,698 in tax
support money from the board of supervisors, a decrease of
$507,136 or 20.5% from the current year. Projected expenses for
2024-2025 are $5,812,142 with projected revenue of $3,496,444 and
$350,000 of the department’s fund balance will be used to balance
the budget. A motion to approve the fiscal year 2025 budget was
made by Tonya Gray, second by Lori Ginapp. Dave Moore requested
that a meaningful discussion takes place between the board of
health and board of supervisors prior to negotiation of the
department’s lease that ends in October 2025. The motion passed
with three votes in favor, Dave Moore abstained.

FY24 Quarter 1 Reports: A motion to approve FY24 quarter 1 reports
was made by Tonya Gray, second by Lori Ginapp. Motion passed.
FY24 Quarter 1 Integrated Management Report: Marcy Strasheim
provided an overview of FY24 quarter 1 report and managers
provided insight into their division’s performance measures. A
motion to approve the FY24 quarter 1 report was made by Lori
Ginapp, second by Dave Moore. Motion passed.

2. Discussion ltems:

a.

Establish January Organization Meeting Date & Time: The board will
meet on Thursday January 11, 2024, at 12pm.

Review Board of Health terms: Lisa Koppin’s term ends 12/31/2023
but she has applied to fulfill another term. The board of supervisors
will determine who is filling Lisa’s seat at their January 29, 2024,
meeting.

Customer Satisfaction Survey: The board reviewed the quarter 1
report and provided acknowledgements and praise to staff.

Budget Report: Marcy Strasheim provided an overview of
November’s budget report. The board would like to keep the year
over year comparison in the report.

Respiratory Update: Karen Crimmings provided an update to board
members noting that the top half of the state is showing an increase
in respiratory illness to include covid, rhinovirus, and influenza. A
press release went out as well with an alert to local health care
providers informing them of increased respiratory illness in our area.
Medical Provider Update: Tonya Gray provided an update that she
will be reviewing and signing standing orders after the first of the
year.



g. lowa HHS alignment update: Kara Vogelson informed the board that
there have not been any updates provided by the state since the last
board meeting.

A motion to adjourn was made by Dave Moore, second by Lori Ginapp. Board adjourned at 1:15
p.m.

The next Board of Health meeting is scheduled for Thursday, January 11, 2024, at 12:00 p.m.

Adopted by the Board on

(Date of meeting)

(Signature of Presiding Officer)



Potential Dates for Board of Health Meetings in 2024 | Denotes the second Thursday of each month
February 8, 2024

March 14, 2024

April 11, 2024 — Required meeting to approve FY24 budget amendment.
May 9, 2024

June 13, 2024

July 11,2024

August 8, 2024

September 12, 2024

October 10, 2024

November 14, 2024

December 12, 2024 — Required meeting to approve FY26 budget.

The Board is required to hold at least 6 meetings per year per lowa Code.
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Master Manual
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December 27, 2023
October 10, 2022

Approved & accepted by:

Board of Health Chair

Date:
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Development and Maintenance of Privacy Policies and Procedures

PURPOSE: CG Public Health’s (CGPH) Chief Privacy Officer (CPO) shall be responsible for
developing and maintaining written privacy policies and procedures pursuant to the Health
Insurance Portability and Accountability Act of 1996 (HIPAA) privacy standards.

RESPONSIBLE FOR IMPLEMENTATION: Chief Privacy Officer

SCOPE: This policy is applicable to all divisions that use or disclose protected health
information (PHI) and electronic protected health information (ePHI), which is a person’s
identifiable health information. This policy applies to all CGPH workforce members, volunteers
and paid/unpaid interns who collect, maintain, use or transmit ePHI in connection with activities
at CGPH.

POLICY: The HIPAA Privacy Rule requires the implementation and maintenance of policies in
written or electronic form. This policy is designed to give guidance and ensure compliance with
provisions of HIPAA requiring covered entities to implement and maintain documentation of
policies, procedures, and other administrative documents.

PROCEDURES:

A. CGPH’s CPO will develop policies and procedures that are reasonably designed to ensure
compliance with federal and state standards for the protection of the privacy of health
information. The CPO must:

1. Monitor changes in federal and state law and regulations that may require changes in
privacy policies and procedures;

2. Notify CGPH’s Director and affected business associates of the issuance of new or
revised federal or state requirements (as pertinent) and describe the need to modify
policies and procedures, including the date by which revised policies and procedures
must be implemented;

3. Take the initiative to develop new or revised policies and procedures as necessary to meet
the requirements of new laws and regulations.

New or revised policies and procedures are to be communicated to CGPH’s workforce through a
memorandum from the CPO which will announce the adoption of the new or revised policies and
indicate affected workforce members. This memorandum must describe the new policy, indicate
its effective date, and indicate the date on which the new policy will be available.

APPLICATION STANDARDS AND REGULATIONS: 45 CFR §164.316(a)

DISTRIBUTION: Organization Wide



Personnel Designation — Privacy and Security

PURPOSE: Purpose of the Chief Privacy Officer (CPO) and the Chief Security Officer (CSO) is
to ensure that CG Public Health (CGPH) has an established mechanism for authorizing the
individuals responsible for the development and implementation of policies and procedures for
HIPAA compliance.

RESPONSIBLE FOR IMPLEMENTATION: Health Director
SCOPE: The CPO and CSO shall support one another and report to the Public Health Director.

POLICY: The Cerro Gordo County Board of Health shall designate the individuals responsible
for HIPAA policy development and implementation as required by the HIPAA Privacy and
Security Rule.

PROCEDURES:

A. Personnel Designations
1. HIPAA Chief Privacy Officer
a. The Chief Privacy Officer shall be designated as the individual responsible for the
development and implementation of the organization’s HIPAA Privacy policies and
procedures.
2. HIPAA Security Officer
a. The Chief Security Officer shall be designated as the individual responsible for the
development and implementation of the organization’s HIPAA Security policies and
procedures.

APPLICATION STANDARDS AND REGULATIONS:

45 CFR § 164.308(a)(2)
45 CFR § 164.530(a)(1)(i)

DISTRIBUTION: Organization Wide



Use of Protected Health Information (PHI)

PURPOSE: To provide an overview of permissible uses and disclosures of PHI and to cross
reference applicable CG Public Health (CGPH) privacy policies addressing uses and disclosures
in these situations.

RESPONSIBLE FOR IMPLEMENTATION: Chief Privacy Officer

SCOPE: All workforce members who have direct or indirect access to protected health
information (PHI) created, held or maintained by CGPH.

POLICY: PHI will not be used or disclosed by CGPH’s workforce except as permitted or
required by HIPAA and applicable state laws. Whenever required by the Privacy Rule,
reasonable efforts will be made to limit the use and disclosure of PHI to the minimum necessary
to accomplish the intended purpose of the use, disclosure or request. CGPH must reasonably
safeguard PHI: (i) from any intentional or unintentional use or disclosure that violates HIPAA
policies, and (ii) to limit incidental uses or disclosures. Staff who perform patient care functions
on behalf of CG Public Health will have access to PHI as determined by their division manager
and job description.

PROCEDURES:

A. This Policy discusses the use and disclosure of PHI, addressed in sections as follows:
1. Permitted uses and disclosures

Required disclosures

Minimum necessary applies

Safeguards

Uses and disclosures subject to an agreed-upon restriction

Uses and disclosures of de-identified PHI, and to create de-identified PHI

Disclosures to business associates

Deceased individuals

9. Personal representatives

10. Confidential communications

11. Uses and disclosures consistent with CGPH Notice of Privacy Practices

12. Disposal of PHI
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B. Permitted Uses and Disclosures
1. PHI may not be used or disclosed except as permitted or required by HIPAA and
applicable state law. PHI may be used or disclosed as follows:
a. To the patient (or their authorized personal representative, as applicable) (the
“individual”).

b. For treatment, payment, or health care operations.




C.

Incidental uses or disclosures that occur as a byproduct of a permissible or required

use or disclosure, as long as reasonable safeguards are applied and the minimum

necessary standard are implemented, where applicable, for the primary use or

disclosure.

Pursuant to and in compliance with a valid authorization from the individual.

Pursuant to an agreement under or as otherwise permitted-- including, uses and

disclosures:

1. to persons involved in a patient’s care or payment;

2. for notification;

3. for disaster relief; and

4. to a family member or other persons involved in the care or payment for care of a
deceased patient prior to death (limited to the PHI of a deceased individual that is
relevant to such person’s involvement) unless the disclosure would be
inconsistent with any prior expressed preference of the individual that is known to
CGPH.

As permitted by and in compliance with CGPH Policies including uses and

disclosures:

for public health activities;

for health oversight activities;

required by law;

about immunizations of a student or prospective student;

about victims of abuse, neglect or domestic violence;

for judicial and administrative proceedings;

for law enforcement purposes;

to avert a serious threat to health and safety;

9. about decedents;

10. for cadaveric organ, eye or tissue donation;

11. for research purposes;

12. for specialized government functions; and

13. for workers compensation.
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C. Required Disclosures

1. CGPH’s workforce are required to disclose PHI:

a.
b.
C.

To an individual upon request and subject to Patient Requests to Access PHI;

For an accounting of disclosures of PHI provided to an individual upon request;
When required by the Secretary of Health and Human Services (HHS) to determine
CGPH’s HIPAA compliance.



D. Minimum Necessary Applies
1. When using or disclosing PHI or when requesting PHI from another covered entity or a
business associate, CGPH must make reasonable efforts to limit PHI to the minimum
necessary to accomplish the intended purpose of the use, disclosure.

2. Minimum necessary does not apply to uses or disclosures for the purposes of treatment,
payment or health care operations.

E. Safeguards
1. CGPH workforce must reasonably safeguard PHI: (i) from any intentional or

unintentional use or disclosure that violates CGPH HIPAA policies, and (ii) in order to
limit incidental uses or disclosures.
a. Workstations:
1. Staff will not leave documents containing PHI exposed, opened or unattended in
public areas, conference rooms, mailboxes, wall trays, etc.
2. All paper PHI will be stored in a securely locked file cabinet, desk drawer, or
office when the authorized staff member is not in their working area.
3. Staff will follow the Visitor Policy to prevent unauthorized viewing or access of
documents containing PHI.

b. Faxes:
1. All fax machines will be placed in the locked secure areas, away from public
access.

2. A cover sheet will accompany all outgoing faxes clearly identifying the intended
recipient, along with the employee’s name and contact information of who is
sending the fax. The cover sheet will include Notice of Confidentiality language.

3. Incoming and outgoing faxes containing PHI will be delivered to the recipient as
soon as possible and not left on an unattended fax machine.

c. Disposal of paper PHI:

1. Staff will place all paper copies containing PHI that are no longer needed in the

locked shredding recycle bins located throughout the department.

F. Uses and Disclosures of PHI Subject to an Agreed-Upon Restriction
1. CGPH workforce that have agreed to a restriction under Restriction Request for Use and
Disclosure of PHI or for alternative Confidential Communications may not use or
disclose the PHI covered by the restriction in any manner that would violate the
restriction, unless an exception applies as addressed in the policy.

G. Uses and Disclosures of De-Identified PHI and to Create De-Identified PHI
1. CGPH workforce may use PHI to create de-identified PHI or may disclose PHI only to a
business associate for de-identification. Health information that meets the standard and




implementation specifications for de-identification is not considered to be PHI and can

therefore be used or disclosed for any lawful purpose, as long as:

a. acode or other identification is used to enable re-identification or for any other
purpose does not constitute PHI; and

b. the de-identified information is not re-identified.

. Disclosures to Business Associates

1. CGPH workforce may disclose PHI to a business associate and may allow a business
associate to create or receive PHI on its behalf, if CGPH obtains satisfactory assurance
that the business associate will appropriately safeguard the information and enters into a
business associate agreement.

Deceased Individuals

1. CGPH workforce must comply with the same use and disclosure requirements described
in this Policy with respect to the PHI of a deceased individual. If under applicable law an
executor, administrator, or other person has authority to act on behalf of a deceased
individual or of the individual's estate, a covered entity must treat such person as a
personal representative under this subchapter, with respect to PHI relevant to such
personal representation.

Personal Representatives

1. Except for unemancipated minors and/or abuse, neglect, and endangerment situations,
CGPH’s workforce must treat an authorized personal representative as the patient with
respect to PHI for purposes of HIPAA. An authorized personal representative is a person
with authority under applicable law to act on behalf of a patient in making decisions
related to health care.

. Confidential Communications

1. If CGPH workforce have granted a patient’s request that they receive communications of
PHI from CGPH by alternative means or at alternative locations, the CGPH’s workforce
must comply with the applicable HIPAA policies and requirements in communicating
the PHI.

. Uses and Disclosures Consistent with CGPH Notice of Privacy Practices
1. CGPH workforce may not use or disclose PHI in a manner that is inconsistent with their
Notice of Privacy Practice.

. Disposal of PHI
1. CGPH workforce must implement reasonable safeguards, including appropriate
workforce training on the CGPH’s disposal policies and procedures, to limit incidental




and avoid prohibited uses and disclosures of PHI in connection with the disposal of the
information. In determining what is reasonable, CGPH’s workforce should consider
potential risks to patient privacy, as well as the form, type, and amount of PHI to be
disposed.

2. Although no particular disposal method is required by HIPAA, proper disposal methods
may include, for example:

a.

b.

Shredding, burning, pulping, or pulverizing paper records so PHI is rendered
essentially unreadable, indecipherable and cannot be reconstructed;

Maintaining labeled prescription bottles and other PHI-containing material in opaque
bags in a secure area and shredding or using another mechanism to destroy the PHI;
For electronic media: clearing, purging, destroying, and other sanitization methods;
Maintaining PHI for disposal in a secure area and using a disposal vendor as a
business associate to pick up and shred or otherwise destroy PHI;

Using a business associate to appropriately dispose of PHI on CGPH’s behalf
CGPH’s workforce may not dispose PHI in a dumpster or other containers accessible
by the public without using proper methods of rendering PHI essentially unreadable.

APPLICATION STANDARDS AND REGULATIONS:

45 C.F.R. § 164.501
45 C.F.R. § 164.502

45 C.F.R. § 164.504

45 CF.R. § 164.506

45 C.F.R. § 164.506(a)
45 C.F.R. § 164.508

45 C.F.R. § 164.508(a)(2)
45 C.F.R. § 164.508(3)
45 C.F.R. § 164.510

45 C.F.R. § 164.512

45 C.F.R. § 164.530(c)

DISTRIBUTION: Organization Wide



Incidental Use and Disclosure of PHI

PURPOSE: The HIPAA Privacy Rules permit certain incidental uses and disclosures of
Protected Health Information (PHI). Accordingly, it is the policy of CG Public Health (CGPH) to
comply with the limitations set forth in the Rules.

RESPONSIBLE FOR IMPLEMENTATION: Chief Privacy Officer

SCOPE: This policy is applicable to all divisions that use or disclose PHI and/or electronic
protected health information (ePHI) for any purposes. This policy applies to all workforce
members, who collect, maintain, use or transmit PHI or ePHI in connection with activities at
CGPH.

POLICY: The provisions regarding incidental use and disclosure were adopted to ease the day-
to-day functioning of persons who deal with Protected Health Information (PHI) on a regular
basis, but do not provide license for employees to disregard privacy obligations. The rules that
must be followed are grounded in common sense.

PROCEDURES:

A. Incidental disclosures are disclosures of PHI that:
1. occur as a by-product of a permissible use or disclosure;
2. are limited in nature; and
3. cannot be prevented through the use of reasonable measures.

B. Incidental disclosures do not violate the Privacy Policies as long as:
1. reasonable safeguards were taken to prevent the incidental disclosure; and
2. the disclosure resulted from a use or disclosure that is otherwise permissible under
CGPH’s privacy policies.

C. Workforce members must take all reasonable measures to avoid use or disclosure of PHI to
persons who have no responsibilities or duties that require access to PHI. For example:

1. designated personnel with treatment responsibilities will reasonably safeguard PHI to
limit the incidental uses and disclosures made to that which is necessary to carry out their
treatment responsibilities. Such limitations may include:

a. to the extent possible, limit discussions about individuals with other health care
providers to areas that are reasonably secure and not open to the public;
avoid discussions about PHI in the elevator, break rooms and other public places;

c. to the extent possible, avoid using PHI on boards in triage areas or other areas to
communicate individual status to case managers and health care professionals. Where
such boards must be used, use the individual’s initials rather than the individual’s
name. Limit other information to the minimum necessary;

10



d. for health department or case management sign-in logs, limit incidental disclosure of
individual’s name by blocking it out after the individual has been called. If the log is
retained, remove the sheets periodically and store in area not open to the public. Do
not request diagnosis or treatment information on the sign in log;

e. speak quietly when discussing PHI in connection with your job responsibilities;
f. protect the individual’s chart with a cover;

g. keep doors closed during appointments and treatment;

h. mail test results to individual in a sealed envelope rather than on a post card.

2. Designated personnel with billing, collections, or health care operations responsibilities
will reasonably safeguard PHI to limit the incidental uses and disclosures made to that
which is necessary to carry out their responsibilities. Such limitations may include:

a. speak quietly when discussing PHI in connection with your job responsibilities;

b. to the extent possible, avoid using individuals’ names, health benefit claims histories,
treatment histories, and diagnoses when discussing PHI within the work place;

c. avoid leaving work papers containing PHI on desks or other surfaces in plain view of
others;

d. keep records, papers and other materials in file cabinets or drawers when not in
immediate use.

3. In the event an incidental disclosure occurs, the incident should be reported to the Chief
Privacy Officer, who will investigate the incident, decide on remedial actions and provide
appropriate training. All these steps will be documented.

APPLICATION STANDARDS AND REGULATIONS:

45 CFR §164.502 (a)
45 CFR §164.502 (b)
45 CFR §164.514 (d)
45 CFR §164.530 (c)(2)

DISTRIBUTION: Organization Wide
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Education and Training

PURPOSE: The Health Insurance Portability and Accountability Act (HIPAA)’s Privacy Rule
and the HITECH Act and its applicable rules issued by the Department of Health and Human
Services (HHS) mandate that every covered entity provide training for all members of its
workforce with respect to awareness of HIPAA regulations, patients’ rights and Human
Resource Management responsibilities with respect to “policies and procedures” on use and
disclosure of Protected Health Information (PHI) as necessary and appropriate for the members
of the workforce to carry out their function within the covered entity. It is the policy of CG
Public Health (CGPH) to comply with training mandates.

RESPONSIBLE FOR IMPLEMENTATION: Chief Privacy Officer

SCOPE: All CGPH workforce members, with the exception of custodial staff, are required to
complete HIPAA privacy and information security training.

POLICY: Members of the workforce who handle PHI must be aware of the obligations imposed
by HIPAA and the Privacy and Security Rules. CGPH has developed general HIPAA training
which is required to be taken by every member of the workforce within 90 days of hire.

PROCEDURES:

A. The following procedures will be implemented to ensure appropriate training and education:

1. Every current workforce member who handles PHI will be trained.

2. Retraining will be provided for anyone “whose functions are affected by a material
change in the policies or procedures within a reasonable period of time after the material
change”.

3. Post privacy/security incident training on the policy and procedures related to the
regulation(s) associated with the incident.

4. CGPH will document that such HIPAA Awareness and Privacy Training has been
provided to all workforce members, with the exception of custodial staff.

APPLICATION STANDARDS AND REGULATIONS:

45 C.F.R. §164.308(a)(5)(ii)(A)
45 C.F.R. §164.502(a)

45 C.F.R. §164.502(b)

45 C.F.R. §164.514

45 C.F.R. §164.530

DISTRIBUTION: Organization Wide
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Risk Analysis

PURPOSE: This policy establishes the scope, objectives, and procedures of CG Public Health
(CGPH)’s information security risk management process. The risk management process is
intended to support and protect the organization and its ability to fulfill its mission.

RESPONSIBLE FOR IMPLEMENTATION: Chief Security Officer

SCOPE: The scope of the information security risk management process covers the
administrative, physical, and technical processes that enable and govern electronic Protected
Health Information (PHI) that is received, created, maintained or transmitted.

POLICY: CGPH’s Chief Security Officer (CSO) shall conduct an accurate and thorough
assessment of the potential risks and vulnerabilities to the confidentiality, integrity, and
availability of PHI that CGPH holds in accordance with the Security Risk Analysis as required
by the HIPAA Security Rule.

PROCEDURES:

A. Methodology
1. There is no required method or framework that must be used to complete a Security
Risk Analysis (SRA)
2. The organization will use the NIST 800-30 publication to complete an SRA.
a. The organization may use other references or frameworks as deemed appropriate by
the CSO.

B. Timeliness

1. There is no required timeframe that an organization must follow to conduct an SRA.
2. The organization will conduct a review of its SRA at a minimum:
a. Every three years; or
b. If there is a material change in the operating environment or policies and procedures
as they relate to the creating, receipt, maintaining, or transmitting of ePHI.

C. Risk Mitigation: Risk mitigation involves prioritizing, evaluating, and implementing the
appropriate risk-reducing controls recommended from an analysis of the results from the
SRA.

1. Risks may be mitigated depending on:
a. If an identified risk is higher than the risk tolerance that the organization is willing
to accept; and
b. The overall prioritization of risks identified from the SRA process so that those
risks identified as presenting the higher levels of risk are addressed before those
risks with lower risk rankings.
2. Asnot all risk can be mitigated, it is understood that despite whatever risk mitigration
strategies may be used, there will always exist an element of residual risk.

13



APPLICATION STANDARDS AND REGULATIONS:
45 CFR §164.308(a)(1)(ii)(A)
45 CFR §164.308(a)(1)(ii)(B)

DISTRIBUTION: Organization Wide
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Non-Retaliation Policy

PURPOSE: CG Public Health (CGPH) is committed to protecting the privacy and security of
protected health information (PHI) as mandated by city, state, and federal laws and regulations
and expects its work force members and affiliates to report actual or suspected violations of
confidentiality laws and regulations without fear of retaliation.

RESPONSIBLE FOR IMPLEMENTATION: Chief Privacy Officer

SCOPE: All Division Managers are responsible for enforcing this policy. Individuals who
violate this policy will be subject to the appropriate disciplinary process, up to and including
termination.

POLICY: All CGPH employees have a personal obligation to report any activity that appears to
violate applicable laws, regulations, rules, policies or procedures through the normal
administrative process and procedures. Concerns should first be directed to the Chief Privacy
Officer (CPO). However, employees may also make reports to the Secretary of the Department
of Health and Human Services (HHS).

PROCEDURES:

A. CGPH shall not intimidate, threaten, coerce, discriminate against, or take any retaliatory
action against the following individuals or in the following situations. Any patient, legally
authorized representative, employee, association, organization or group that in good faith:

1. Discloses or threatens to disclose information about a situation they feel is inappropriate,
or potentially illegal;

2. Provides information to or testifies against the alleged offending individual or CGPH;

3. Objects to or refuses to participate in an activity they feel are in violation of federal and
state law, CGPH policy, regulatory or accrediting agencies;

4. Isinvolved in any compliance review or peer review process; or files a valid or legitimate
report or a complaint, or an incident report.

B. CGPH will not require individuals to waive these rights as a condition of treatment, payment,
enrollment in a health plan or eligibility for benefits or full, part-time or contracted
employment.

C. Investigation of Retaliation: The CPO will review any allegation of retaliation and will
ensure that a proper investigation is conducted as appropriate. CGPH will not intimidate,
threaten, coerce, discriminate against or take any other action against an individual for the
exercise of any right to file a complaint under this policy.

15



APPLICATION STANDARDS AND REGULATIONS:
45 C.F.R. §164.530(g)

DISTRIBUTION: Organization Wide
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Removal/Transporting PHI

PURPOSE: CG Public Health (CGPH) has a legal and ethical responsibility to maintain the
confidentiality, privacy and security of all protected health information and personal information
that they create or receive. The purpose of this policy is to ensure the safeguarding of PHI that
may be moved or transported within the organization.

RESPONSIBLE FOR IMPLEMENTATION: Chief Privacy Officer and Chief Security
Officer

SCOPE: All Division Managers are responsible for enforcing this policy. Individuals who
violate this policy will be subject to disciplinary actions.

POLICY: The intention of this policy is to prevent the unauthorized disclosure of PHI as a result
of transporting PHI from one location to another.

PROCEDURES:

A. Medical Records may not be removed from CGPH premises unless there has been prior
approval from the CGPH Management, via court order or subpoena.

B. Whenever PHI (original medical records) must be removed from CGPH premises, a record
must be made that includes:
1. Date;
2. Purpose of removal;
3. Description of the information involved; and
4. Person(s) possessing the information.

C. Whenever e-PHI is being removed from the CGPH premises, the e-PHI will be encrypted
consistent with best practices. Whenever a hardcopy version of PHI (actual medical records,
photocopies and extra printouts) is removed from CGPH premises, it must be secured and
carried in a locked container.

D. While transporting PHI in a CGPH motor vehicle the information must be placed in a secure
locked container, where medical records are not physically visible.

E. Ifthe PHI is for use in providing patient care in a patient’s home, only the PHI of the person
being treated at the time should be removed from the secured location for use.

F. While using PHI remotely, (as approved by their Division Manager) the information should
be stored in a secure manner. For example, stored in or locked in a file drawer or briefcase,
when not in use. When viewing the information, it must be viewed in a manner so that
prevents it from being viewed by others.
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G. All PHI must be returned to CGPH once its use is completed. If PHI was printed or copied
for the sole purpose of “home use,” it must be disposed of in accordance with CGPH Policy
“Disposal of Patient Information:” upon completion of the project.

APPLICATION STANDARDS AND REGULATIONS:
45 C.F.R.§164.530(c)

DISTRIBUTION: Organization Wide
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Breach Notification Requirements

PURPOSE: The Health Insurance Portability and Accountability Act (HIPAA) requires that
breach notifications must be completed within certain time frames depending on the number of
affected individuals involved in the breach.

RESPONSIBLE FOR IMPLEMENTATION: Chief Security Officer and Chief Privacy
Officer

SCOPE: This policy covers all PHI/ePHI, which is maintained, created, received, or transmitted
by the organization.).

POLICY: The HIPAA Breach Notification Rule (45 CFR §164.400-414) requires HIPAA
covered entities and their business associates to provide notification following a breach of
unsecured protected health information.

PROCEDURES:

A. What is a breach?

1. Under HIPAA, a breach is defined as “the unauthorized acquisition, access, use or
disclosure of protected health information (PHI) which compromises the security or
privacy of such information.” There are three exceptions to this definition:

a. when a member of the covered entity’s workforce, acquires, accesses or uses PHI in
good faith without further using or disclosing the information in a way that the
HIPAA Privacy Rule does not permit;

b. when a person authorized to access PHI inadvertently discloses PHI to another person
who is authorized to access PHI; or

c. when there is a good faith belief that the unauthorized person to whom the PHI has
been disclosed would not be able to retain the information.

2. Breach notification is required if the PHI involved in the breach is unsecured as defined
in the HIPAA regulations.

B. Breach risk assessment to determine if a breach has occurred
1. Covered entities may conduct a risk assessment to determine whether PHI has been
compromised. The analysis must take into account:
a. the nature and extent of the PHI such as the types of identifiers (e.g. name, address,
Social Security number);
b. the person who gained unauthorized access to PHI,
c. whether the PHI was actually acquired or viewed; and
d. the extent to which the risk has been mitigated.
2. [If, after conducting the risk assessment, a covered entity determines there is a low risk
that PHI was compromised, it does not have to provide notice given that a determination
was made that a breach occurred.
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C. Notification of individuals
1. Individuals should be notified by first-class mail or email (if they choose to receive
email notices) no later than 60 days after the breach is discovered unless law
enforcement has requested a delay in the notification of those involved in the breach.
2. The covered entity may post a notice on its website if it has insufficient contact
information for 10 or more individuals. If there are fewer than 10, it may try to
telephone or provide other notice.

D. Notification requirements shall include the following content

1. A brief description of what happened as well as the date of the breach and the date it was
discovered;

2. the types of information that were involved;

3. adescription of what actions the covered entity took after the breach was discovered;
and

4. contact information that allows individuals to ask questions and learn more about the
breach, the follow-up, and what steps they should take to protect themselves. Contact
information should be either a toll-free number, an email address, a website, or a postal
address.

E. The following notifications are also required when a breach occurs
1. Breaches affecting 500 or more individuals:
a. Notify Office of Civil Rights (OCR) of the breach no later than 60 calendars from the
discovery of the breach.
b. Notify media outlets that services the area where those affected live.
2. Breaches affecting fewer than 500 individuals:

a. Notify OCR of breach within 60 calendar days of the calendar year in which the
breach was discovered.

APPLICATION STANDARDS AND REGULATIONS:

45 CFR § 164.404
45 CFR §164.400-414

DISTRIBUTION: Organization Wide
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Reporting of Privacy Concern and Security Breach Policy

PURPOSE: The purpose of this policy is to provide a mechanism to report HIPAA privacy or
security concerns or issues.

RESPONSIBLE FOR IMPLEMENTATION: Chief Privacy Officer

SCOPE: This policy covers all protected health information (PHI) and all electronic protected
health information (ePHI) and applies to all workforce members.

POLICY: Any individual who believes there is a violation of the organization’s policies on
HIPAA is expected to report the violation according to the following procedures.

PROCEDURES:

A. Filing HIPAA Complaints
1. Any privacy or security related complaint can be emailed to hipaa@cghealth.com.
2. Anonymous complaints can be made by phone or mail directed to CGPH’s CPO.

B. Investigation of Complaints

1. The CPO will investigate the alleged privacy or security breach violations. The CPO may
request an investigation of information systems, to determine if a breach of systems
security was responsible for the breach.

2. If during the course of investigation an individual is found to be in violation of CGPH’s
privacy or security policies governing PHI/ePHI, he/she will be subject to CGPH’s
disciplinary actions.

C. Reporting of a Breach

1. The County’s legal counsel shall be contacted immediately for guidance when a breach is
believe to have occurred.

2. CPO will notify OCR once a breach has been determined to have occurred:

a. Within 60 days when there has been more than 500 people involved. Media outlets
will be notified;

b. Within 60 days of the end of the calendar year when the breach was discovered, if the
breach involved fewer than 500 people.

APPLICATION STANDARDS AND REGULATIONS:

45 CFR § 164.308(a)(6)(ii)
45 CFR § 164.530(d)

DISTRIBUTION: Organization Wide
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Breach Notification Policy and Procedures

PURPOSE: To provide guidance for breach notification by covered entities when impermissible
or unauthorized access, acquisition, use and/or disclosure of the organization’s patient protected
health information occurs as required by the Health Insurance Portability and Accountability
Act.

RESPONSIBLE FOR IMPLEMENTATION: Chief Privacy Officer

SCOPE: This policy is applicable to all departments that use or disclose protected health
information (PHI) and electronic protected health information (ePHI) for any purpose.

POLICY:

A. Ttis CGPH’s policy to ensure that electronic and hardcopy PHI is secured from unauthorized
disclosure. In the event that a possible unauthorized notification has occurred, CGPH will
provide the proper notification to the required parties.

B. It is the policy, wherever practical, for any one communication of ePHI to be for less than
500 individuals at any one transfer of data.

PROCEDURES:

A. CGPH will perform the procedure below:
1. CGPH will gather and document the following information for each disclosure:
a. A brief description of the breach including what occurred, the date of the breach and
the date of discovering the breach;
b. A description of the types of unsecured PHI involved in the breach;
A description of the steps that CGPH is taking to investigate the breach:

d. A description of the steps that the individuals subject to the breach can take to protect
themselves from potential harm; and

e. Contact procedures for individuals to contact CGPH to ask questions or learn
additional information. CGPH will establish a toll-free telephone number, an email
address, a page on its web site and its postal address for individuals to contact CGPH.

2. CGPH will promptly, but no more than 60 days from discovery of the breach, notify each
affected individual of the breach:

a. CGPH will notify all affected individuals using first class mail at their last known
address or through email if the individual has agreed to receive electronic notice via
email;

b. Ifthe individual is deceased, CGPH will notify the individual’s next of kin or
personal representative;

c. In the event the individual does not have sufficient contact information, CGPH will
provide substitute notice, such substitute notice be comprised of other written notice
or telephone notification;

e
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d. In the event there are more than 10 individuals for whom there is insufficient contact
information, notification will be prominently posted on the CGPH web site or in print
or broadcast media. If the notification is posted on the CGPH website, the posting
will reside on the website for no less than 90 days.

3. For breaches of less than 500 individuals, CGPH will maintain a log of these breaches
and submit this log to the Secretary of Health and Human Services on an annual basis;
4. For breaches of 500 or more, CGPH will immediately notify the Secretary of Health and

Human Services; and

5. For breaches affecting more than 500 individuals residing in any one state, CGPH will
notify prominent media outlets serving the state.

APPLICATION STANDARDS AND REGULATIONS:
45 C.F.R. §164.400

DISTRIBUTION: Organization Wide
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Identifying Business Associates and Distributing BA Agreements

PURPOSE: A business associate that creates, receives, maintains, or transmits electronic
protected health information (ePHI) for CG Public Health (CGPH) must provide satisfactory
assurances that it will appropriately safeguard the information. These assurances must be
included in a written contract or other arrangement with the business associate.

RESPONSIBLE FOR IMPLEMENTATION: Chief Privacy Officer

SCOPE: This policy is applicable to all departments that use or disclose protected health
information (PHI) or ePHI for any purposes.

POLICY: It is the policy of CGPH to assure that it has executed a Business Associate
Agreement as required by the Health Insurance Portability and Accountability Act (HIPAA).

PROCEDURES:

A. Business Associate Agreements (BAA’s)
1. Written contracts or agreements must be established with all business associates before
the exchange or creation of PHI/ePHI with or by the associate.
2. All written contracts or agreements must contain the assurances identified in CGPH’s
policies for business associate agreements, including the required termination provisions.

B. Procedure for Identifying Business Associates
1. To identify all business associates, CGPH will undertake the following steps:
a. Review all vendors with whom CGPH has done business.
b. Eliminate all vendors that are healthcare or mental health contractors providing
treatment services as not being business associates.
c. Eliminate all vendors that do not, may not or likely will not have access to or transmit
CGPH’s PHI/ePHL.

C. WEDI Business Associate Decision Tree
1. Attached to this policy is a copy of the Workgroup for Electronic Data Interchange
(WEDI) Business Associate Decision Tree which can help identify if an entity is a
business associate.

APPLICATION STANDARDS AND REGULATIONS:
45 CFR §164.314(a)(i)(2)

DISTRIBUTION: Organization Wide
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Business Associate Decision Tree

Is Protected Health Information (PHI) being disclosed to a person or entity other
than in the capacity as a member of our workforce?

[
Yes

¥

Is PHI being disclosed to a healthcare provider for freatment (e.g., primary or
referring physician, specialist, nursing staff, ambulance, home health, denfist,
etc.?

— Np—

|
hiu Yes v
Iz PHI being disclosed to a health plan for payment purposes or to a health plan | Yes—s Business Associate
sponsor with respect to disclosures by a group health plan? Agreement is NOT
| needed.
No
¥ Yes
Is PHI being disclosed to a government agency pursuant to an official
investigation (e.g., CMS, OCR, OSHA, FDA, Health Department, etc.)?
[
No
¥
Is PHI being disclosed to another covered entity that is part of an crganized Yes
healthcare arrangement in which the originating covered entity paricipates?
|
'iﬂ Business Associate
reement 15
Does the other person or entity create, receive, maintain or transmit PHI for a Agneeded_
function or activity regulated by HIPAA, including claims processing or ¥
administration, data analysis, processing or administration, ufilization review, T ES— Entities specifically
quality assurance, patient safety activities, billing, benefits management, practice included under
management and repricing? HITECH:
lil:i -Health Information Orgs
¥ -E-prescribing Gateways
Tk b
Dioes the other person or entity provide legal, actuarial, accounting, consulfing, \,anﬂ;"iﬁ‘ﬁﬁr’éﬂ':me
data aggregation, management, administrative, accreditation or financial services 1 Yes_— ! accessio PHI
where the provision of such services involves disclosure of PHI fo the person or -Persanal Health Record
entity? uendurs_1hat_uﬁer a
PHR to individuals on
Mo behalf of @ covered
* =ntity
-Subcantractors that
Will the other persen or entity be able to access PHI on a routine basis ANDVOR is create, recaive,
there a possibility that the PHI in the person or entity’s custody or control could be  |—Yes—s{ maintain, or transmit

compromised (e.g., data storage vendor, document shredding company, or ofher,
efc.)?

PHI for or on behalf
of a business associate

T
No

Source: WED Privacy & Sacurity Workgroup
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Patient Authorization for the Use or Disclosure of Protected Health
Information

PURPOSE: To outline the required content of a patient authorization for use or disclosure of
protected health information (PHI).

RESPONSIBLE FOR IMPLEMENTATION: Chief Privacy Officer

SCOPE: This policy covers all PHI and all electronic protected health information (ePHI),
which is a person’s identifiable health information.

POLICY: To ensure the privacy of patient health information, CG Public Health (CGPH)
obtains a valid patient authorization for uses and disclosures of health information that are not
otherwise required or permitted by law.

In general, any use or disclosure of PHI will be limited to the minimum amount of information
necessary to carry out the purpose of the use or disclosure.

PROCEDURES:

A. Requirements of a valid authorization are that it is written in plain language and contain:

1. A meaningful description of the health information to be used or disclosed;

2. A description of each purpose of the use or disclosure in question;

3. The name or specific identification of the person(s) or class of persons authorized to
make the requested use or disclosure;

4. The name or specific identification of the person(s) or class of persons to whom the use
or disclosure may be made;

5. An expiration date or event;

6. A statement of the patient’s right to revoke the authorization in writing and the
limitations on that right;

7. A description of how the patient may revoke the authorization;

8. A statement acknowledging that the health information disclosed pursuant to the
authorization may be re-disclosed by the recipient and no longer protected by CGPH’s
privacy practices;

9. A statement of CGPH’s ability or inability to condition treatment, payment, enrollment,
or eligibility for benefits on the authorization; and

10. Signature of the patient or the patient’s legal representative and the date signed. The
signature of a legal representative must be accompanied by a description of the
representative's authority to act for the patient.

B. Invalid authorizations may occur if any of the following conditions exist:

1. The expiration date or event has passed;
2. The authorization lacks any of the required elements; see section A above.
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The authorization contains missing required information;

The authorization contains material information that CGPH knows to be false;
The authorization is known by CGPH to have been revoked; or

The authorization is of a type prohibited by law.

AN

C. Documentation requirements.
1. Ifthe organization obtains the authorization, CGPH must provide the patient with a copy
of the signed authorization.

2. CGPH must document and maintain all patient authorizations for a period of at least six
years, or in accordance with state law, whichever is longer.

APPLICATION STANDARDS AND REGULATIONS:
45 CFR §164.312(c)(2)

DISTRIBUTION:

Organization Wide
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Amending PHI

PURPOSE: Patients have a right to amend information collected and maintained about them in
their designated record set.

RESPONSIBLE FOR IMPLEMENTATION: Chief Privacy Officer

SCOPE: This policy is applicable to all divisions that use or disclose PHI.
POLICY:

A. Amendment of PHI: CGPH’s workforce members shall strictly observe the following
standards:

1.

An individual has the right to have CGPH amend PHI or a record about the individual in
a designated record set for as long as the PHI is maintained in the designated record set.
CGPH may deny an individual’s request for amendment, if it is determined that the PHI
or record that is the subject of the request:

a. Was not created by CGPH, unless the individual provides a reasonable basis to
believe that the originator of the PHI is no longer available to act on the requested
amendment;

b. Is not part of the designated record set;

c. Would not be available for inspection under the Access and Denial of Patient Request
for PHI Policy; or

d. Isinaccurate and incomplete.

The individual must make the request to amend the PHI in writing with a reason to

support a requested amendment. The request should be completed on the attached form at

the end of this policy.

CGPH must accept all requests to amend PHI in the designated record set; however,

CGPH is not required to act on the individual’s request if it is in accordance with item A

(2) above.

CGPH must act on the individual’s request for an amendment no later than 60 days after

receipt of such a request. If CGPH is unable to act on the amendment within the required

60-day time limit, CGPH may extend the time for such action by no more than 30 days,
provided that:

a. CGPH provides the individual with a written statement of the reasons for the delay
and the date by which action on the request will be completed; and

b. CGPH may have only one such extension of time for action on a request for an
amendment.

B. If the amendment is granted, in whole or in part:

1.

CGPH must make the appropriate amendment to the PHI or record that is the subject of
the request for amendment by, at a minimum, identifying the records in the designated
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record set that are affected by the amendment and appending or otherwise providing a
link to the location of the amendment.

CGPH must inform the individual in a timely manner that the amendment is accepted and
obtain the individual’s identification of an agreement to have CGPH notify the relevant
persons with which the amendment needs to be shared.

CGPH must make reasonable efforts to inform and provide the amendment within a
reasonable time, to:

a.

b.

Persons identified by the individual as having received PHI about the individual and
needing the amendment; and

Persons, including business associates, that CGPH knows have the PHI that is the
subject of the amendment and that could have relied on (or could foreseeably rely on)
such information to the detriment of the individual.

C. Denial of Amendment
If the requested amendment is denied, in whole or in part, CGPH must provide the
individual with a timely, written denial. The denial must use plain language and contain:

1.

a.
b.

d.

The basis for the denial, in accordance with this policy;

The individual’s right to submit a written statement disagreeing with the denial and
how the individual may file such a statement;

A statement that, if the individual does not submit a statement of disagreement, the
individual may request that CGPH provide the individual’s request for amendment
and the denial with any future disclosures of the PHI that is the subject of the
amendment; and

A description of how the individual may complain to CGPH or the Secretary of the
Department of Health and Human Services (HHS) through the OCR Complaint Portal
(www.ocrportal.hhs.gov).

Additionally for denials:

a.

CGPH must permit the individual to submit a written statement disagreeing with the
denial of all or part of a requested amendment and the basis of such disagreement.
CGPH may reasonably limit the length of a statement of disagreement.

CGPH may prepare a written rebuttal to the individual’s statement of disagreement.
Whenever such a rebuttal is prepared, a copy of the rebuttal must be provided to the
individual who submitted the statement of disagreement.

CGPH must, as appropriate, identify the record or PHI in the designated record set
that is the subject of the disputed amendment and append or otherwise link the
individual’s request for an amendment, the denial of the request, the individual’s
statement of disagreement, if any, and the rebuttal, if any, to the designated record set
for future disclosures.

If a statement of disagreement has been submitted by the individual, CGPH must include
the patient’s request for an amendment, the denial of the request, the patient’s statement
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of disagreement and the rebuttal, if any, or an accurate summary of any such information,
with any subsequent disclosure of the PHI to which the disagreement relates.

4. If the individual has not submitted a written statement of disagreement, CGPH must
include the individual’s request for amendment and its denial, or an accurate summary of
such information, with any subsequent disclosure of the PHI only if the individual has
requested such action.

5. When a subsequent disclosure is made using a standard transaction that does not permit
the additional material to be included with the disclosure, CGPH may separately transmit
the material required to the recipient of the standard transaction.

PROCEDURES:
A. Amendment

1. Patients may request to have their PHI amended by submitting a Request for
Correction/Amendment of Protected Health Information Form to CGPH’s Chief Privacy
Officer.

2. Administrative workforce members, have the authority to amend or correct any PHI that

is determined to be a routine revision and would not require a review from a CGPH
clinician (i.e., patient’s name is spelled incorrectly on a psychosocial test). If an
amendment request requires further investigation from a clinical workforce member, the
request shall be forwarded by the CPO after his/her review to the appropriate division
manager who will then consult treating staff member (if still employed or serving an
internship with CGPH). If still available, the treating clinician will review the record and
the request and render a decision to modify or not. If the staff member is no longer
serving with CGPH the division manager will review the matter and make a decision to
amend the record as requested by the patient in whole, in part or not at all. The CPO will
document the decision and send a letter outlining the decision to the patient.

B. Amendments Received from Other Entities

1.

If CGPH is informed by another provider or payer of an amendment made to an
individual’s PHI within the outside entities’ designated record set, CGPH must amend the
PHI in designated record sets that have been received from those outside entities.
However, CGPH does not have to amend the PHI in the CGPH designated record set
based upon an outside determination, unless CGPH has relied on the outside entities’
findings.

C. Enforcement

1.

Each person who serves as a CGPH HIPAA Chief Privacy Officer, Chief Security
Officer, or Division Manager is responsible for enforcing this policy. Individuals who
violate this policy will be subject to company discipline, including termination of
employment or internship.
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APPLICATION STANDARDS AND REGULATIONS:
45 C.F.R. §164.526

DISTRIBUTION: Organization Wide
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FORM APPROVED: OMB NO. 0917-0030

DEPARTMENT OF HEALTH AND HUMAN Expiration Date: 09-30-2023
SERVICES See OMB Statement on Reverse.

REQUEST FOR CORRECTION/AMENDMENT OF PROTECTED HEALTH INFORMATION

PATIENT NAME DATE OF BIRTH PATIENT RECORD NUMBER

PATIENT ADDRESS

DATE OF ENTRY TO BE CORRECTED/AMENDED INFORMATION TO BE CORRECTED/AMENDED

Please explain how the entry is incorrect or incomplete. What should the entry say to be more accurate or complete?
Use additional sheets if needed and attach to this form.

If you agree, IHS will make a reasonable effort to provide the amendment to other persons who IHS knows received
the information in the past and who may have relied, or are likely to rely, on such information in a manner that may be
detrimental to your health care.

[ ] ' agree to allow IHS to release any amended information to individuals or entities as described above.

Would you like this amendment sent to anyone else who received the information in the past? []Yes [] No
If yes, please specify the name and address of the organization(s) or individual(s).

SIGNATURE OF PATIENT OR PERSONAL REPRESENTATIVE DATE
(If Personal Representative, state relationship to patient)

SIGNATURE OF WITNESS (If signature of patient is a thumbprint or mark) DATE

FOR IHS USE ONLY

DATE RECEIVED AMENDMENT HAS BEEN
[ ] Accepted [ ] Denied
IF DENIED, CHECK REASON FOR DENIAL ) pH] is not part of the patient’s [ ] Record is not available to the patient for
designated record se inspection under Federal law
[ ] IHS did not create record [ ] Record is accurate and complete
COMMENTS OF HEALTHCARE PROVIDER (If applicable)
SIGNATURE OF HEALTHCARE PROVIDER (If applicable) TITLE DATE
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Accounting of Disclosures

PURPOSE: One of the rights granted to patients under the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) is the right of the patient to request and receive an
accounting of the disclosures of the patient’s Protected Health Information, (PHI).

RESPONSIBLE FOR IMPLEMENTATION: Chief Privacy Officer

SCOPE: This policy applies to the workforce members of CGPH and all PHI that is maintained,
created, transmitted, or received by CGPH.

POLICY: CGPH will respond appropriately to requests from patients for an Accounting of
Disclosures listing the disclosure made of their PHI by CGPH.

PROCEDURES:

A. Individuals have the right to receive an accounting of PHI disclosures made by CGPH in the
six years prior to the request.

B. CGPH must account for all disclosures of PHI, except for disclosures made for Treatment,
Payment or Health Care Operations (TPHCO or TPO), pursuant to a patient authorization or
as allowed without authorization under the HIPAA regulations. CGPH must provide the
individual with a written accounting that except as otherwise provided, must include
disclosures of PHI that occurred during the six years (or shorter time period if requested)
prior to the date of the request.

C. Standards
1. The accounting for each medical record disclosure must include:

a. The date of the disclosure;

b. The name of the entity or person who received the PHI and, if known, the address of
such entity or person;

c. A brief description of the PHI disclosed; and

d. A brief statement of the purpose of the disclosure that reasonably informs the
individual of the basis for the disclosure; or, in lieu of such statement a copy of a
written request for a disclosure if any.

2. If CGPH has made multiple disclosures of each medical record PHI to the same person or
entity for a single purpose, the accounting may, with respect to such multiple disclosures,
provide:

a. The information required above;

b. The frequency, periodicity, or number of the disclosures made during the accounting
period; and

c. The date of the last such disclosure during the accounting period.
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D. Content Standards for Disclosures (> 50 individuals)

1. Disclosures for research purposes must be accounted for unless an authorization has been
obtained from the individual. For research disclosures involving fewer than 50
individuals CGPH must account for the disclosure in accordance with the above
requirements. However, for larger research disclosures (more than 50 individuals) CGPH
may provide a summary list of all protocols for which the patient’s PHI may have been
disclosed for research pursuant to a waiver of authorization.

2. The summary list must provide:

a. The name of the protocol or other research activity;

b. A description, in plain language, of the research protocol or other research activity,
including the purpose of the research and the criteria for selecting particular records;

c. A brief description of the type of PHI that was disclosed;

d. The date or period of time during which such disclosures occurred, or may have
occurred, including the date of the last such disclosure during the accounting period;

e. The name, address, and telephone number of the entity that sponsored the research
and of the researcher to whom the information was disclosed; and

f. A statement that the PHI of the individual may or may not have been disclosed for a
particular protocol or other research activity. If CGPH provides a summary
accounting for research disclosures, and if it is reasonably likely that the PHI of the
individual was disclosed for such research protocol or activity, CGPH shall, at the
request of the individual, assist in contacting the entity that sponsored the research
and the researcher.

E. Timeliness

1. CGPH must act on the individual’s request for an accounting, no later than 60 days after

receipt of such a request, as follows.

a. Provide the individual with the accounting requested; or

b. If CGPH is unable to provide the accounting within the time required above, CGPH
may extend the time to provide the accounting by no more than 30 days, provided
that:

1. CGPH, within the time limit of 60 days, provides the individual with a written
statement of the reasons for the delay and the date by which CGPH will provide
the accounting; and

2. CGPH may have only one such extension of time for action on a request for an
accounting.

2. CGPH will provide the first accounting to an individual in any 12-month period without
charge. CGPH may impose a reasonable, cost-based fee for each subsequent request for
an accounting by the same individual within the 12-month period, provided that CGPH
informs the individual in advance of the fee and provides the individual with an
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opportunity to withdraw or modify the request for a subsequent accounting in order to
avoid or reduce the fee.
3. CGPH workforce members need to account for disclosures of PHI by documenting any

such disclosures. CGPH must document and maintain a copy of the following:

a. The required information to be included in an accounting of disclosures, as outlined
in the earlier section “Content Standards for Disclosures.”

b. The written accounting that is provided to the individual requesting an accounting of
disclosures.

F. Exceptions to the Right of Accounting of Disclosures
1. In accounting for disclosures of PHI:

a. CGPH will temporarily suspend an individual’s right to receive an accounting of
disclosures made to a health oversight agency or law enforcement official if such
agency or official provides CGPH with a written statement that such an accounting to
the individual would be reasonably likely to impede the agency’s activities. The
written statement must specify the time for which such a suspension is required.

b. Ifthe agency or official suspends an individual’s right to receive an accounting of
disclosures and the statement is made orally, CGPH must: Document the statement,
including the identity of the agency or official making the statement;

2. CGPH is not required to account for the following disclosures of PHI:

a. To carry out TPO;

b. To individuals requesting their own PHI;

c. Incidental use or disclosure made during an otherwise permitted or required

disclosure;

Pursuant to an authorization;

For persons involved in the individual’s care or other notification purposes;

f. Disclosures not requiring an authorization as allowed by the HIPAA regulations.

o o

APPLICATION STANDARDS AND REGULATIONS:
45 C.F.R. §164.528

DISTRIBUTION: Organization Wide
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Use and Disclosure of PHI

PURPOSE: The purpose of the policy is to ensure that uses and disclosures of Protected Health
Information (PHI) that occur under the auspices of CG Public Health’s (CGPH) comply with the
Health Insurance Portability and Accountability Act of 1996 (HIPAA).

RESPONSIBLE FOR IMPLEMENTATION: Chief Privacy Officer

SCOPE: This policy reviews uses and disclosures of PHI/ePHI that may take place within any
department of CGPH and applies to all CGPH and Business Associates.

POLICY: In general, a patient’s Protected Health Information (PHI) may be used or disclosed,
depending on the circumstances, with or without the patient’s authorization, as described in the
procedure section that follows. The following are the subsections which identify the purpose of
the use or disclosure that are listed in this policy:

Fundraising
Approval of Research
Psychotherapy Notes
Judicial or Administrative Proceedings
Specialized Government Functions
National security and intelligence activities
Correctional institutions and other law enforcement custodial situations
Departments or components of CGPH that are or may become government programs
providing public benefits
Disaster Relief Purposes
Health Oversight Reporting
Disclosures by Whistleblowers
Disclosures by CGPH workforce members who are victims of a crime
. Law Enforcement Agencies - Permitted disclosures
For Emergency Treatment

TQTmo0owy>
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PROCEDURES:

A. Fundraising
1. Fundraising personnel may only use and disclose dates of treatment and demographic
information in connection with fundraising activities unless they obtain specific
authorization from individual patients granting more expansive use of the patient’s PHI.
Demographic information generally includes name, address, other contact information,
age, gender and insurance status.
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2. Information about the department in which an individual received services, also cannot
be used for fundraising purposes without the patient’s prior authorization, if that
information would reveal or could reveal the nature of the diagnosis, services or
treatment that the individual received.

3. With patient’s prior authorization, CGPH personnel and affiliated fundraising associates
may:

a. Use a patient’s basic demographic information to solicit gifts;

b. Access patients’ dates of care;

c. Use public information outside its internal database to send fundraising requests,
without fear of violating this policy; and

d. CGPH personnel and affiliated fundraising associates MUST:

1. Provide a “Notice of Privacy Practices” to any patients they may be planning to
contact. Patients may receive a Notice of Privacy Practices while at CGPH, by
visiting the CGPH website, or by calling CGPH at 641-421-9300 and requesting
information to be mailed;

e. Include an opt-out provision along with the initial fundraising letter sent describing
how individuals may opt out of receiving further fundraising materials;

f. Exclude information about diagnosis, nature of services, or treatment in any
solicitation;

g. Remove that patient’s information immediately from the mailing list upon receipt of
an opt out clause;

h. Sign an appropriate business associate contract before disclosing patient information
to consultants or outside entities for fundraising activities. This contract is not
necessary should CGPH employees or an institutionally related foundation perform
the fundraising, which includes nonprofit foundations that raise only a portion of
funds for CGPH.

4. After Notice of Privacy Practices is received by the patient or the patient’s representative,
information that can be used for fundraising without authorization or consent includes:

Name

Address

Other contact information (such as email, phone etc.)

Age

Gender

Insurance status

Date of service

5. Information that cannot be used without authorization:

a. Diagnosis

b. Nature of services

c. Treatment

@ oo o
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6. Information about a part of CGPH where treatment occurred may be used to filter names

for fundraising as long as the department does not identify the type or nature of treatment.
Caution should be used when divulging the matter of hospital area treatment.

When a prospective contributor voluntarily discloses information about diagnosis and
treatment to a member of CGPH’s workforce, that information can then be used for other
fundraising purposes.

B. Approval of Research

1.

In order to provide for the adequate discharge of the responsibility, no research activity
may be undertaken by any CGPH workforce members, unless approved by the Chief
Privacy Officer (CPO).

2. Use of De-identified Information and Limited Data Sets:

a. Whenever possible, de-identified PHI should be used.

b. De-identified PHI is rendered anonymous when identifying characteristics are
completely removed with reasonable expectation that the data can be used to re-
identify the individual.

c. De-identified PHI may only be used and disclosed in accordance with the appropriate
CGPH policy.

d. IfPHI cannot be de-identified the next step should be to use a limited data set in
accordance with use and disclosure of Limited Data Sets.

e. Only when both de-identified PHI and a limited data set are inadequate can PHI be
used for research.

C. Psychotherapy Notes

1.

CGPH may not release psychotherapy notes, except in specific situations or as required

by law.

Authorization for the disclosure of psychotherapy notes is not required in the following

circumstances:

a. For purposes of the Department of Health and Human Services in determining
compliance with the privacy rule;

b. By a health oversight agency for a lawful purpose related to oversight of a
psychotherapist;

c. To acoroner or medical examiner for the purpose of identifying a deceased person,
determining a cause of death, or other duties as authorized by law;

d. To law enforcement in instances of permissible disclosure related to a serious or
imminent threat to the health or safety of a person or the public; or

e. As otherwise required by law.

Psychotherapy notes (i.e., process notes) shall be maintained separately from the medical

record. An individual does not have a right to inspect or obtain a copy of psychotherapy

notes. An individual may not request a review of an originator’s denial of access to
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psychotherapy notes. However, an individual may be provided access to a summary of
the treatment.

D. Judicial or Administrative Proceedings

1.

CGPH may use or disclose PHI in the course of any judicial or administrative

proceedings if:

a. The disclosure is in response to an order of a court or administrative tribunal,
provided that CGPH discloses only the PHI expressly authorized by such order; or

b. In response to a subpoena, discovery request, or other lawful process, that is not
accompanied by an order of a court or administrative tribunal (such as a subpoena
from the Iowa Department of Health and Human Services), if:

1. CGPH receives satisfactory assurance from the party seeking the information that
reasonable efforts have been made to ensure that the subject of the requested PHI
has been given notice of the request (with an affidavit from the requesting party);
or

CGPH receives satisfactory assurance from the party seeking the information that

reasonable efforts have been made by such party to secure a qualified protective order

that meets the requirements of this section (in Definitions above).

CGPH receives satisfactory assurances from a party seeking PHI along with a written

statement and accompanying documentation demonstrating that:

a. The party requesting such information has made a good faith attempt to provide
written notice to the individual (or, if the individual’s location is unknown, to mail a
notice to the individual’s last known address);

b. The notice included sufficient information about the litigation or proceeding in which
the PHI is requested to permit the individual to raise an objection to the court or
administrative tribunal; and

c. The time for the individual to raise objections to the court or administrative tribunal
has elapsed, and no objections were filed; or all objections filed by the individual
have been resolved by the court or the administrative tribunal and the disclosures
being sought are consistent with such resolution.

CGPH receives satisfactory assurances from a party seeking PHI including a written

statement and accompanying documentation demonstrating that:

a. The parties to the dispute giving rise to the request for information have agreed to a
qualified protective order and have presented it to the court or administrative tribunal
with jurisdiction over the dispute; or

b. The party seeking the PHI has requested a qualified protective order from such court
or administrative tribunal.

Notwithstanding this section, CGPH has the option to disclose PHI in response to lawful

process without receiving full satisfactory assurance, if CGPH of its own accord makes

39



reasonable efforts to provide notice to the individual sufficient to meet the requirements
of this section or to seek a qualified protective order.

6. CGPH may disclose PHI as authorized by and to the extent necessary to comply with
laws relating to workers’ compensation or other similar programs.

E. Specialized Government Functions
1. Military and veteran’s activities

a.

b.

CGPH may use and disclose the PHI of individuals who are Armed Forces personnel
for activities deemed necessary by appropriate military command.

CGPH may use and disclose the PHI of individuals who are foreign military
personnel to their appropriate foreign military authority for the same purposes for
which use and disclosures are permitted for Armed Forces personnel under the same
guidelines that apply to US Armed Forces.

F. National security and intelligence activities
1. CGPH may disclose PHI to authorized federal officials for the conduct of lawful
intelligence, counterintelligence, and other national security activities authorized by law.

G. Correctional institutions and other law enforcement custodial situations
1. CGPH may disclose PHI to a correctional institution or a law enforcement official having
lawful custody of an inmate or other individual PHI, if the institution or official
represents that such PHI is necessary for:

a.
b.
C.

The provision of health care to such individuals;

The health and safety of such individual or other inmates;

The health and safety of the officers or employees of or others at correctional
nstitution;

The health and safety of such individuals and officers or other persons responsible for
the transporting of inmates or their transfer from one institution, facility, or setting to
another;

Law enforcement on the premises of the correctional institution; and

The administration and maintenance of the safety, security, and good order of the
correctional institution.

2. Any component of CGPH that is affiliated with a correctional institution may use PHI of
individuals who are inmates for any purpose for which such PHI may be disclosed.

3. For the purposes of this provision, an individual is no longer an inmate when released on
parole, probation, supervised release, or otherwise is no longer in lawful custody.

H. Departments or components of CGPH that are or may become government programs
providing public benefits
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1.

Any CGPH health plan that is a government program providing public benefits may
disclose PHI to another agency either to enroll or determine individual eligibility. Such
health plan may do so if the sharing of PHI information is required or authorized by
statute.

Any CGPH department administering a government (state or federal) program providing
public benefits may disclose PHI to another covered entity that is a like agency as long as
the programs serve the same or similar populations, and the disclosure of PHI is
necessary to coordinate the covered functions of such programs or to improve
administration and management relating to the covered functions of such programs.

Disaster Relief Purposes

1.

CGPH may use or disclose PHI for disaster relief if the CPO considers the need for the
use or disclosure to be critical to supporting the disaster relief effort.

Health Oversight Reporting

1.

Disclosures to Department of Health and Human Services - PHI may be disclosed to the

Secretary of the Department of Health and Human Services in their role of enforcing the

Privacy Rules.

Joint activities or investigations

a. Ifahealth oversight activity or investigation is related to a claim for public benefits
not related to health, the joint activity or investigation shall be considered a health
oversight activity for purposes of this policy.

. Disclosures by Whistleblowers

1.

All CGPH workforce members are strongly encouraged to report conduct that is unlawful
or otherwise violates professional or clinical standard to the Privacy Officer. CGPH is not
considered to have violated the requirements of this policy if a member of its workforce
or a business associate discloses PHI, provided that:

a. The workforce member or business associate believes in good faith that CGPH has
engaged in conduct that is unlawful or otherwise violates professional or clinical
standards, or that the care, services, or conditions provided by CGPH potentially
endangers one or more patients, workers, or the public; and

b. The disclosure is to:

1. A health oversight agency or public health authority authorized by law to
investigate or otherwise oversee the relevant conduct or conditions of CGPH;

2. An appropriate health care accreditation organization for the purpose of reporting
the allegation of failure to meet professional standards or misconduct by CGPH;

3. An attorney retained by or on behalf of the CGPH’s workforce or business
associate for the purpose of determining the legal options of the workforce
member or business associate with regard to the conduct described above.
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L. Disclosures by CGPH workforce members who are victims of a crime

CGPH is not considered to have violated the requirements of this policy, with just cause,
if a workforce member who is the victim of a criminal act discloses PHI of the suspected
perpetrator to a law enforcement official, provided that:

a. The PHI disclosed is about the suspected perpetrator of the criminal act; and

b. The PHI disclosed is limited to:

1.

1.

e I R T

Name and address;

Date and place of birth;

Social security number;

ABO blood type and rh factor;

Type of injury;

Date and time of treatment;

Date and time of death, if applicable; and

Description of distinguishing physical characteristics, including
Height

Weight

Gender

Race

Hair and eye color

presence or absence of facial hair, scars, and tattoos.

mHmoNwe

2. Exception to health oversight activities
a. The following scenario is NOT to be considered health oversight activity:

1.

The individual is the subject of the investigation or activity and the investigation

or other activity is not directly related to:

A. The receipt of health care;

B. A claim for public benefits related to health (e.g., claims for Food Stamps); or

C. Qualification for, or receipt of, public benefits or services when a patient’s
health is integral to the claim for public benefits or services

M. Law Enforcement Agencies - Permitted disclosures

CGPH will disclose PHI to authorized law enforcement agencies under the following

conditions:

a. The information requested is relevant, material, specific and limited to the amount
reasonably necessary and de-identified information is not sufficient;

b. The information is needed to identify or locate a suspect, fugitive or material witness
or missing person only as approved by the person authorized to act on behalf of the
individual,;

c. The information is about a suspected victim of a crime if the individual agrees to the
disclosure;

1.
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The information is about a deceased individual if CGPH has reason to suspect that the
death resulted from criminal conduct and the disclosure is approved by individuals
authorized to act on behalf of the deceased individual;

The information that CGPH reasonably believes constitutes evidence of criminal
conduct occurring on CGPH’s premises;

The information relates to an emergency situation as required by law such as test
results on those involved in an automobile accident; or

The information is critical to CGPH’s reasonable assessment of the safety of the
individual.

N. For Emergency Treatment
1. Permitted Disclosures for Abuse or Neglect

a.

To the extent the disclosure is required by law and the disclosure complies with and is
limited to the relevant requirements of such law;
If the individual agrees to the disclosure; or
To the extent the disclosure is expressly authorized by statute or regulation and:
1. CGPH, in the exercise of professional judgment, believes disclosure is necessary
to prevent serious harm to the individual or other potential victims; or
2. Ifthe individual is unable to agree because of incapacity, a law enforcement or
other public official may authorize to receive the report if:
A. the PHI sought is not intended to be used against the individual; and
B. an immediate enforcement activity that depends upon the disclosure would be
materially and adversely affected by waiting until the individual is able to
agree to the disclosure.

2. Informing the individual - In making a permitted disclosure, CGPH workforce members
must promptly inform the individual that such a report has been or will be made, except

if:

a.

b.

CGPH believes informing the individual would place the individual at risk of serious
harm; or

CGPH would be informing a personal representative, and CGPH reasonably believes
the personal representative is responsible for the abuse, neglect, or other injury, and
that informing such person would not be in the best interests of the individual as
determined by CGPH.

3. Serious Threat to the Health or Safety of the Public Permitted disclosures - CGPH may,
consistent with applicable law and standards of ethical conduct, use or disclose PHI, if
CGPH, in good faith believes the use or disclosure:

a.

Is necessary to prevent or lessen a serious and imminent threat to the health or safety
of a person or the public;
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b. In the course of treatment which is designed to alter or change the desire to commit
the criminal conduct which would be the basis for making a disclosure, or when an
individual initiates or is referred to CGPH for treatment, counseling, or therapy: or

c. Isto aperson or persons reasonably able to prevent or lessen the threat, including the
target of the threat.

4. Limitations and Good Faith related to the Serious Threat

a. CGPH may only release the statement relating to the serious threat and the PHI
related to the serious threat. I[f CGPH acts in good faith upon its belief, then CGPH
will be protected for disclosures related to the serious threat

5. Victims of a Crime - CGPH may disclose PHI in response to a law enforcement official’s

request for such information about an individual who is or is suspected to be a victim of a

crime, other than disclosures that are subject to this section, if:

a. The individual agrees to the disclosure; or

b. CGPH is unable to obtain the individual’s agreement because of incapacity or other
emergency circumstance, provided that:

1. The law enforcement official represents that such information is needed to
determine whether a violation of law by a person other than the victim has
occurred, and such information is not intended to be used against the victim,;

2. The law enforcement official represents that immediate law enforcement activity
that depends upon the disclosure would be materially and adversely affected by
waiting until the individual is able to agree to the disclosure; and

3. The disclosure is in the best interests of the individual as determined by the
covered entity, in the exercise of professional judgment.

6. Reporting Crime in Emergencies

a. A CGPH health care provider providing emergency health care in response to a
medical emergency, other than such emergency on CGPH premises, may disclose
PHI to a law enforcement official if such disclosure appears necessary to alert law
enforcement to:

1. The commission and nature of a crime;

2. The location of such crime or of the victim(s) of such crime; and

3. The identity, description, and location of the perpetrator of such crime.

b. If a CGPH health care provider believes that the medical emergency described in the
above paragraph of this section is the result of abuse, neglect, or domestic violence of
the individual in need of emergency health care, paragraph above this section does
not apply and any disclosure to a law enforcement official for law enforcement
purposes is subject to the section on abuse, neglect, or domestic violence at the
beginning of this policy.
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APPLICATION STANDARDS AND REGULATIONS:
45 C.F.R. §164.512

DISTRIBUTION: Organization Wide
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De-1dentification of PHI

PURPOSE: CG Public Health (CGPH) has adopted this procedure to comply with the Health
Insurance Portability and Accountability Act of 1996 (HIPAA), the Department of Health and
Human Services (DHHS) security and privacy regulations as well as acknowledge our duty to
protect the confidentiality and integrity of confidential medical information as required by law.

RESPONSIBLE FOR IMPLEMENTATION: Chief Privacy Officer

SCOPE: This policy is applicable to all divisions that use or disclose protected health
information (PHI) or electronic protected health information (ePHI) for any purpose.

POLICY: CGPH has a duty to protect the confidentiality and integrity of PHI as required by
law. Whenever possible, de-identified PHI should be used. De-identified PHI is rendered
anonymous when identifying characteristics are completely removed. PHI must be de-identified
prior to disclosure to non-authorized users. This policy defines the guidelines and procedures that
must be followed for the de-identification of PHI/ePHI.

PROCEDURES:

A. All workforce members must strictly observe the following standards relating to the de-
identification of PHI.

B. De-identification requires the elimination not only of primary or obvious identifiers, such as
the member’s name, address, date of birth (DOB), and treating physician, but also of
secondary identifiers through which a user could deduce the member’s identity. For
information to be de-identified the following identifiers of the individual (or of relatives,
employers, or household member of the individual) must be removed:

1. Names

Address information

Names of relatives and employers

All elements of dates (except year), including DOB, admission date, discharge date, date

of death

Telephone numbers

Fax numbers

Email addresses

Social Security Number (SSN)

9. Medical Record Number

10. Health beneficiary plan number

11. Account numbers

12. Certificate/License Number

13. Vehicle identifiers, including license plate numbers

14. Device ID and serial number

D

® N
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15. Uniform Resource Locator (URL)

16. Identifier Protocol (IP) addresses

17. Biometric identifiers

18. Full face photographic images and other comparable images, any other unique identifying
number characteristic, or code.

C. Whenever possible, de-identified PHI should be used for quality, peer review monitoring,
utilization review and reporting and committee activities. If de-identified PHI cannot be used,
a limited data set should be used whenever possible.

D. PHI used for research, including public health research, should be de-identified at the point
of data collection for research protocols approved by the Chief Privacy Officer (CPO), unless
the participant voluntarily and expressly consents to the use of his/her personally identifiable
information or a waiver of authorization is obtained. If de-identified PHI cannot be used, a
limited data set should be used whenever possible.

E. If an authorized user wishes to encrypt PHI when creating de-identified information, the
authorized user must ensure that:

1. The code or other means of record identification is not derived from or related to
information about the individual and is not otherwise capable of being translated so as to
identify the individual; and

2. Anyone involved in the research project does not use or disclose the code or other means
of record identification and does not disclose the mechanism to accomplish re-
identification.

F. Ifremoval of any identifiers is not practical or does not meet CGPH’s needs, approval from
the CPO must be obtained if the PHI is used.

APPLICATION STANDARDS AND REGULATIONS:

45 C.F.R. §164.502(d)
45 C.F.R. §164.514(b)

DISTRIBUTION: Organization Wide
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Definition of Terms

A

Access: The ability or the means necessary to read, write, modify, or communicate
data/information or otherwise make use of any system resource.

Accounting for Disclosures: (We refer to this as “tracking disclosures” elsewhere on this
Research Privacy web site.) Upon request, a covered entity must provide the individual with an
accounting of each disclosure by date, the Protected Health Information (PHI) disclosed, the
identity of the recipient of the PHI, and the disclosure. However, where the covered entity has,
during the accounting period, made multiple disclosures to the same recipient for the same
purpose, the Privacy rule provides for a simplified means of accounting. In such cases, the
covered entity need only identify the recipient of such repetitive disclosures, the purpose of the
disclosure, and describe the PHI routinely disclosed. The date of each disclosure need not be
tracked. Rather, the accounting may include the date of the first and last such disclosure during
the accounting period, and a description of the frequency of such disclosures.

A covered entity is not required to account for all disclosures of PHI.
An accounting is not required for disclosures made:
- Prior to the covered entity’s compliance date;
- For Treatment, Payment and Healthcare Operation (TPO) purposes;
- To the individual or pursuant to the individuals written authorization; or
- As part of a limited data set.
B

Breach: The term ‘breach’ means the unauthorized acquisition, access, use, or disclosure of
protected health information which compromises the security or privacy of such information,
except where an unauthorized person to whom such information is disclosed would not
reasonably have been able to retain such information.

Business Associate (BA): A person or organization that performs a function or activity on behalf
of a covered entity, but is not part of the covered entity’s workforce. A business associate can
also be a covered entity in its own right. Also see Part 11, 45 CFR 160.103.

C

Covered Entity (CE): Under HIPAA, this is a health plan, a health care clearinghouse, or a
health care provider who transmits any health information in electronic form in connection with
a HIPAA transaction. Also see Part I, 45 CFR 160.103.
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Covered Function: Functions that make an entity a health plan, a health care provider, or a
health care clearinghouse. Also see Part II, 45 CFR 164.501.

D

Data Element: Under HIPAA, this is the smallest named unit of information in a transaction.
Also see Part 11, 45 CFR 162.103.

Department of Health and Human Services (DHHS/HHS): The regulatory arm of HIPAA

Disciplinary Actions for HIPAA Violations: Covered Entities are mandated by HIPAA
regulations to have disciplinary/sanction policies enforced for HIPAA violations

Disclosure: Release or divulgence of information by an entity to persons or organizations
outside of that entity. Also see Part 11, 45 CFR 164.501.

E

Electronic Health Record: An electronic record of health-related information on an individual
that is created, gathered, managed, and consulted by authorized health care clinicians and
CGPH’s workforce.

H

Healthcare Operations: Any of the following activities of the covered entity to the extent that
the activities are related to covered functions: 1) conducting quality assessment and improvement
activities, population-based activities, and related functions that do not include treatment; 2)
reviewing the competence or qualifications of health care professionals, evaluating practitioner,
provider, and health plan performance, conducting training programs where students learn to
practice or improve their skills as health-care providers, training of nonhealth-care professionals,
accreditation, certification, licensing, or credentialing activities, 3) underwriting, premium rating,
and other activities relating to the creation, renewal or replacement of a contract of health
insurance or benefits; 4) conducting or arranging for medical review, legal services, and auditing
functions, including fraud and abuse detection and compliance programs; 5) business planning
and development, such as conducting cost-management and planning-related analyses related to
managing and operating the entity, including formulary development and administration,
development or improvement of methods of payment or coverage policies; and 6) business
management and general administrative activities of the entity.[45 CFR 164.501]
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Health Insurance Portability and Accountability Act of 1996 (HIPAA): A Federal law that
makes a number of changes that have the goal of allowing persons to qualify immediately for
comparable health insurance coverage when they change their employment relationships. Title
II, Subtitle F, of HIPAA gives DHHS the authority to mandate the use of standards for the
electronic exchange of health care data; to specify what medical and administrative code sets
should be used within those standards; to require the use of national identification systems for
health care patients, providers, payers (or plans), and employers (or sponsors); and to specify the
types of measures required to protect the security and privacy of personally identifiable health
care information. Also known as the Kennedy-Kassebaum Bill, the Kassebaum-Kennedy Bill,
K2, or Public Law 104-191.

Hybrid Entity: A covered entity whose covered functions are not its primary functions. Also see
Part II, 45 CFR 164.504.

M

Minimum Necessary: The Privacy Rule stipulates that covered entities limit the amount of
information disclosed to the minimum necessary to achieve the specified goal [45 CFR
164.514(d)(1)]. This requirement would not apply if the disclosure were required by law,
authorized by the individual, or for treatment purposes.

N

Non-Retaliation: Covered Entities are mandated by HIPAA regulations to have non-retaliation
policies enforced for reports of HIPAA violations

Notice of Privacy Practices: The HIPAA Privacy Rule requires health plans and covered health
care providers to develop and distribute a notice that provides a clear, user friendly explanation
of individuals’ rights with respect to their personal health information and the privacy practices
of health plans and health care providers. The HIPAA Privacy Rule establishes specific
requirements for creating, distributing, acknowledging receipt of and retaining documentation of
Notices of Privacy Practices (NPP).

O
Office for Civil Rights: the enforcement arm of HIPAA, a department of HHS
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P

Payment: 1) The activities undertaken by (i) a health plan to obtain premiums or to determine or
fulfill its responsibility for coverage and provision of benefits under the health plan; or (ii) a
health-care provider or health plan to obtain or provide reimbursement for the provision of health
care; and 2) the activities relate to the individual to whom health care is provided and include,
but are not limited to (i) determinations of eligibility or coverage and adjudication or subrogation
of health benefit claims, (i1) risk adjusting amounts due based on enrollee health status and
demographic characteristics; (iii) billing, claims management, collection activities, obtaining
payment under a contract for reinsurance (including stop-loss insurance) and related health-care
services with respect to medical necessity, coverage under a health plan, appropriateness of care,
or justification of charges; (iv) utilization review activities, including precertification and
preauthorization of services, concurrent and retrospective review of services; and (v) disclosure
to consumer reporting agencies of any of the following protected health information relating to
collection of premiums or reimbursement: (a) name and address; (b) date of birth; (c) social
security number; (d) payment history; (¢) account number; and (f) name and address of the
health-care provider or health plan.

Protected Health Information (PHI): PHI is individually identifiable health information that is
transmitted by, or maintained in, electronic media or any other form or medium. This
information must relate to 1) the past, present, or future physical or mental health, or condition of
an individual; 2) provision of health care to an individual; or 3) payment for the provision of
health care to an individual. If the information identifies or provides a reasonable basis to believe
it can be used to identify an individual, it is considered individually identifiable health
information. See Part II, 45 CFR 164.501.

Public Health Authority: A public health authority is an agency or authority of the United
States government, a State, a territory, a political subdivision of a State or territory, or Indian
tribe that is responsible for public health matters as part of its official mandate, a person or entity
acting under a grant of authority from, or under a contract with, a public health agency. See 45
CFR 164.501, 65 F.R. p. 82805

S

Sanctions: Covered Entities are mandated by HIPAA regulations to have disciplinary/sanction
policies enforced for HIPAA violations

T

Tracking disclosures: see Accounting for Disclosures
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Treatment: is the provision, coordination, or management of health care and related services by
one or more health care providers, including the coordination or management of health care by a
health care provider with a third party; consultation between health care providers relating to a
patient; or the referral of a patient for health care from one health care provider to another.

W

Workforce or Workforce Members: Under HIPAA, this means employees, volunteers,
trainees, and other persons under the direct control of a covered entity, whether or not they are
paid by the covered entity. Also see Part II, 45 CFR 160.103.
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Revision History

Effective Date Revision
10-10-2022 Original effective date of this document.
12-27-2023 Formatting revisions and updated policy on Use of Protected Health

Information (page 5- determining which staff have access to PHI and
page 7 — safeguards at workstations, faxes & disposal of paper PHI)
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